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Abstract

The digitalization of tax administration in India has brought about great efficiency
and transparency, and improved voluntary compliance via the use of automatic
processing systems, prefilled income tax returns, AIS, and faceless assessment
system. The reliance on digital platforms has, however, brought forth new
challenges in the form of cyber errors such as system malfunctions, data
discrepancies, algorithmic errors, and incorrect data consolidation. Cyber errors lead
to erroneous tax information, wrong tax assessments, delays in tax refunds, and tax
injustices. Taxpayers end up suffering because of errors not caused by them. This
paper seeks to critically analyse the problems related to legal and procedural aspects
of rectifying the tax records which may be impacted due to cyber errors under the
Income Tax Act, 1961, while simultaneously discussing the reforms provided for
under the Income Tax Act, 2025. After an analysis of statutory laws, judicial
decisions, government publications, and academic literature on this issue, this paper
attempts to assess whether the existing and the new legal regime provides sufficient
safeguards from any inaccuracies which could arise due to cyber mistakes.
Procedural delays, technological challenges and the lack of specific procedure for
handling digital tax records is found to be the major problems for effective
administration of digital taxes. It is argued in this paper that despite Indian courts
being very much supportive of the principles of fairness and natural justice, the
present system of rectifying any such errors is insufficient in view of the
technological aspect of tax administration.
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1. INTRODUCTION

The modern digital revolution in India’s taxation system has
brought about a revolution in the way taxes are levied and
collected. E-filing, centralized process, Annual Information
Statement (AIS), pre-filled income tax return, and faceless
assessment have helped bring more efficiency and compliance.
All of these reforms have been introduced under the Income
Tax Act, 1961 (ITA, 1961), and are continued even under the
more straightforward Income Tax Act, 2025 (ITA, 2025),
which aims to digitize tax laws as well. However, all of these
developments have also introduced some problems for
taxpayers in the form of cyber-related errors. System error,
mismatch of data, software errors, inaccuracies of algorithms,
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incorrect integration of data, or any other unauthorized changes
in the digital record can cause wrong tax records, false tax
demands, refund delay, and unfair tax liability on the part of
the taxpayers. As a result, the taxpayers are often forced to go
for the process of rectification. These problems transcend mere
technical problems and have significant legal implications
regarding the rights of taxpayers, fair procedures, transparency,
and availability of remedies. While the current legislative
provisions allow for correction and grievance redressal, these
provisions do not specifically address cyber-induced errors in
digital tax records. With the growing technologization of tax
administration processes, it has become imperative to ensure
effective legal safeguards.
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2. OBJECTIVES OF THE STUDY
This study aims to accomplish the following objectives:

e To analyze the nature of cyber errors that occur within
India's digital tax administration process and their
effect on the accuracy of tax records.

e To study the legal regime surrounding the correction
of tax records according to the provisions of ITA,
1961and the amendments made in ITA, 2025.

e To analyze the sufficiency of the current mechanism
for correcting system-generated errors, data errors and
automated assessments.

e To study the role of judiciary in the protection of the
rights of taxpayers from the perspective of cyber
related tax errors.

e To study the practical difficulties faced by taxpayers
in correcting the digital tax records affected due to
cyber errors.

3. DIGITALIZATION OF TAX ADMINISTRATION
Moving from paper-based tax administration to a
technologically driven one is the most critical reform made by
India in terms of fiscal governance. E-filing, central processing,
faceless assessment, AIS, taxpayer information summary
(TIS), pre-populated forms and online grievances are all steps
that have improved administrative efficiency, transparency and
voluntary compliance. The electronic system involves use of
information available with banks, employers, financial
institutions, security market and other reporters to carry out
automated verification, risk assessments and fast tax return
processing. The current law reforms are still focused on
simplicity, digital governance and technology-based
administration while keeping key elements of the former
regime. But this digital system will work effectively provided
the information collected is accurate, reliable and authentic. If
there are any mistakes at the stage of collecting, transmitting,
consolidating and automated processing of the information, it
will result in differences between what taxpayers disclose and
what department has on record. These cyber mistakes will
result in erroneous tax assessments, withholding legitimate
deductions and exemptions, late refunds and additional
compliance burden. The studies on the faceless assessment
system of India reveal that the taxpayers often face problems
of system failure, technological difficulties, lack of
communication, and insufficient human intervention in
correcting the errors arising out of automation. Given the fact
that such errors arise due to technical faults in the system and
not due to the fault of the taxpayers, the correction process
becomes more difficult and complicated. Though digitization
has helped immensely in tax administration, there is a need for
effective legal mechanisms, proper mechanisms for
rectification, accountability in automated decisions, and timely
redressal of grievances.

4, THE NATURE OF CYBER ERRORS
RECORDS
The increasing dependency on technology in tax management
has brought a wide range of cyber errors that have a direct
impact on the precision of the tax records and assessments.
They are different from traditional mistakes that occur due to
the human factor because these cyber errors are caused by
technology-driven processes like data merging, software
malfunctions, algorithmic decisions, and cybersecurity
problems. The effects of cyber errors usually go far beyond the
technical issues because the mistakes made during the process
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may result in inaccurate tax liability or delays in tax refund.
The first type of cyber error that should be highlighted is
system-generated errors that include incorrect tax calculation,
duplication, delays in processing, or errors related to tax
demand as a result of software or portal malfunction. One more
important issue relates to the mismatches in data in AIS and
other digital files. This problem appears because the tax data is
collected from many entities like banks, employers, and
financial institutions. Tax administration through automation
technology has also increased the risk of algorithm mistakes.
Risk assessment and automation processes use set algorithms
for the analysis of the taxpayer information. The algorithm can
produce an error in the tax assessment process or an unjustified
notice when operating on incomplete, old or erroneous
information without proper human oversight. Moreover,
cybersecurity breaches like unauthorized access, identity theft,
data tampering and system breaches pose a risk to the accuracy
of the electronic tax record. This may result in false
transactions or manipulation of the taxpayer information, hence
making rectification difficult. The above cyber-caused errors
indicate that while digital tax administration has increased
efficiency and transparency, it has equally brought about
technological risks which demand better legal frameworks,
proper mechanisms of rectification, and accountability in
automated tax administration.

5. LEGAL FRAMEWORK FOR RECTIFICATION
OF TAX RECORDS
The legal framework regarding the rectification of tax records
is designed in such a way that there should not be any adverse
consequences on taxpayers due to any mistake made in the
course of tax administration. As per the 1961 Act, rectification
of "mistake apparent from the record" is covered under Section
154, which gives the income tax authorities the power to
correct such obvious and undisputed mistakes without going
into reassessment procedure. In the 2025 Act, this provision
continues in a simplified legal form. Rectification is done in
order to give an immediate and convenient solution to apparent
mistakes like arithmetic mistakes, wrong calculation of tax
rate, double entry of income, any mistake in assessment orders,
intimations or calculation of refunds. E-filing of tax returns and
e-rectification requests have made this process more accessible
as taxpayers can make their applications through the income
tax portal. Yet, rectification of such errors as per statutory
provisions is possible only when there are mistakes which are
apparent from the records available. Issues involving the need
for scrutiny of facts, appreciation of evidence, or interpretation
of law are excluded from the scope of rectification and need to
be determined by appeal, revision, or reassessment
proceedings. This is quite problematic since in cases of errors
caused due to cyber, where the mistake could have occurred as
a result of data mismatching, algorithmic manipulation, or
receipt of incorrect information by the authority from third
parties, it may not always be considered as “mistakes apparent
from the records”. There are principles of natural justice
followed in case of rectification of mistakes as well. In a
situation where there is a possibility of any adverse impact on
the taxpayer due to rectification, the tax authorities are
expected to give a chance of hearing before making an order.
The concept of faceless and e-assessment system is aimed at
facilitating this very process. The judicial decisions have made
it very clear that the remedy of rectification is a narrow
statutory one and cannot be resorted to as an alternative to an
appeal or reassessment process. The courts have observed that
only obvious and self-explanatory errors can be rectified while
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matters pertaining to the construction of law do not come
within its ambit.

While the current law does provide a useful protection from
such apparent errors, the increasing reliance upon the
automated system of tax administration makes it necessary to
reinforce the rectification process in relation to cyber-related
errors. In the light of the new regime of legislation and digital
governance, such a process will become inevitable.

6. JUDICIAL INTERPRETATION

It is well established that digitization or automation cannot
prevail over the statutory protections or principles of natural
justice in tax collection. Indian Courts have maintained this
view while acknowledging the need for technological
advancement in administrative processes. CIT v. Gujarat
Electricity Board (2003) has clarified that rectification can be
done in case of errors that are clear from the record. According
to the court, the power under Sec.154 can only be applied in
respect of an error that is obvious or evident. In other words,
any mistake that is made in the calculation or clerical errors
would fall within the purview of Sec.154 but not the errors of
fact or law. In light of the emergence of digital tax
management, there are cases related to the use of automation in
taxpayer record keeping. In Tata Teleservices Ltd. v. DCIT,
(2022), it has been observed by the ITAT that tax authorities
cannot depend only on e-record keeping without verifying
those records. Likewise, in the case of Vodafone Idea Ltd. v.
DCIT (2023), it was ruled by the High Court of Bombay that
algorithmic assessments cannot replace human judgments. In
its judgment, the court stated that the authorities should
evaluate the facts of a particular case and only then issue
adverse orders. This ruling clarified that output from
algorithms can be used as administrative aids but cannot be
regarded as conclusive evidence against taxpayers without due
diligence. Further, in the decision of the Supreme Court on
Sahara India (Firm) v. CIT (2008), it was once again
emphasized that the rules of natural justice would continue to
apply to tax procedures regardless of the technological
advancements. The court ruled that, in the event of a
rectification or assessment being made that would adversely
impact the taxpayer, it would be necessary to give a reasonable
chance to be heard before an order is passed. Collectively, all
these cases confirm that technology can be used for ease of tax
management but not as a substitute for legal judgment and
procedure. As the digital management of tax laws evolves in
line with the 2025 Act, judicial intervention remains
imperative.

7. RECTIFICATION OF ERRORS CAUSED BY

CYBERSPACE TAX ADMINISTRATION
While digital tax management has been revolutionized in
recent times, rectifying the mistakes made due to cyber space
continues to be a significant problem. Despite technological
improvements made in the digital tax management platform,
there is inadequate legislation and rectification procedure that
can cater for the errors made due to automation, data
integration, and algorithms-based assessment processes. Thus,
taxpayers experience challenges while correcting mistakes in
the digital tax platform.

7.1.  Proof of Error and Procedural Challenge

One of the biggest problems faced by taxpayers is proving that
the mistake made was caused by the failure of the system to
work appropriately as opposed to mistakes or failure to disclose
correct information. Given that errors are usually caused by
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automated processes or data integration from other sources, it
is quite difficult for the taxpayer to prove that the error was
indeed a mistake.

The rectification procedure is a highly complicated procedure
since it involves going through the e-filing portal, reading
automated notices, uploading relevant documents, among
others. This proves to be challenging to people with poor digital
literacy skills.

7.2.  Delays and Automated Tax Demand

Despite the fact that rectification aims to be a quick solution,
delays in processing the application have become a consistent
problem. Delays in rectification requests may lead to ongoing
collection actions, interest accumulation, delays in refunding
and unnecessary compliance costs. This problem causes
financial burden for the taxpayer, especially for individuals and
small business organizations.

Another difficulty lies in the generation of automatic tax
demand due to erroneous or non-matching digital records. The
mistake made in the AIS, TIS or another digitally reported
record may generate an automatic notice without sufficient
manual checking. Therefore, taxpayers will have to deal with
automated notices and rectification process even though the
mistake is made in the digital records.

7.3.  Data Integration and Coordination Between Agencies
The digital tax administration process depends on the
information provided by several organizations, which include
banks, employers, financial institutions,  securities
intermediaries, and government agencies. Errors in the
collection, reporting, or transfer of information lead to
inconsistencies between what taxpayer’s report and what is in
the department’s files. A lack of seamless coordination
between these agencies results in delays in fixing mistakes,
despite the identification of mistakes. After a mistake has been
detected, taxpayers might be forced to make contact with many
different organizations before the correction becomes available
on all digital platforms. The above process is cumbersome,
costly, and affects the efficiency of digital tax administration
process since it reduces the credibility of the same. All in all,
the above problems indicate that even technology alone cannot
guarantee an efficient tax administration process. Proper
rectification of mistakes arising from cyberspace requires
strong legal protection, proper coordination between agencies,
transparency in the decision-making process, and efficient
grievances redress systems for taxpayers.

8. EFFECT ON TAXPAYERS

The increased use of technology in tax administration has made
it efficient and effective. However, cyber-caused errors can
have a serious effect on the taxpayers. Errors in tax
information, automation, and delays in correcting these errors
cause inconvenience to taxpayers through both financial costs
and disruption in running of business activities. As tax
procedures continue to be automated, the effect of errors goes
beyond just being errors and questions arise about fairness,
accountability, and taxpayers' rights.

8.1.  Financial and Psychological Effect

Taxpayers may experience errors in tax demands and denial of
tax deduction or credits, delayed refund, and imposition of
penalties or interest rates. These errors lead to financial
difficulties especially for individual taxpayers, employees, and
small and medium businesses, which require money at specific
times of the year. There are cases where taxpayers prefer to pay
the disputed amount rather than go through the process of
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recovery. Besides these financial implications, rectification
process over a prolonged period and constant automated
notices will lead to psychological distress. Taxpayers may feel
insecure due to their inability to know about the exact
liabilities, fear from possible enforcement measures, and
continuous contact with automation process without any
human interference. Delayed settlement of disputes interferes
with their financial planning as well as with business process.

8.2.  Higher Compliance Cost and Loss of Trust

Cyber mistakes are responsible for higher compliance cost.
Most taxpayers need to consult with professional tax advisors,
like chartered accountants or attorneys in order to understand
automated notices, to detect mistakes and to carry out the
rectification process using digital means. This cost in addition
to the costs incurred while fixing errors in the system adds up
to the total cost of compliance. Continuous errors and delays in
corrections undermine trust in digital tax management. In case
when taxpayers continuously experience incorrect assessments
and delays in corrections, they will think that the system is
unreliable, untransparent and unaccountable. Hence, whereas
digital tax administration has transformed the process of tax
collection, it will have to depend on proper processing of data,
timely correction of cyber-induced errors, proper grievance
redressal and legal protection in order to be successful in the
long run. The need for strengthening such measures is crucial
in order to safeguard the rights of taxpayers in the age of digital
tax administration.

9. DISCREPANCY BETWEEN

REQUIREMENTS AND TECHNOLOGY
The digitalization of tax administration in India has led to
increased efficiency of this process; however, the legal
requirements have not been able to keep up with the
developments in this area. While digital administration is
characterized by automated data processing, use of artificial
intelligence and data integration, the legal provisions related to
the correction process are still based on the characteristics of
the classical tax administration.

LEGAL

9.1 Inefficiency of the Current Legislative Approach
Despite the fact that the ITA 2025, has improved the wording
of the relevant legislation, it has preserved almost the same
approach to the issue of rectification and did not include any
specific provisions on the resolution of cyber problems caused
by automated tax administration. As a result, technology has
been developed faster than its regulation.

9.2  Limitations of the '"Mistake Apparent from the
Record" Criteria

The legislative notion of a "mistake apparent from the record"
was designed to correct any blatant clerical, mathematical, or
procedural mistake. Nonetheless, in cases where mistakes
emerge as a consequence of cyber activities, these mistakes
usually arise due to issues such as data analysis, failure of
software, integration problems, or contradictions in the data
provided by different sources. This issue makes it difficult to
detect mistakes from the face of the document and therefore
limits the application of the current correction criteria.

9.3  Absence of Standards for Digital Mistakes

One more important issue relates to the lack of uniform
standards in the procedure of dealing with mistakes caused by
the computer. Different tax administrations can have varying
ways of dealing with identical digital mistakes, which causes
inconsistencies in the taxpayer treatment process.
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9.4  Limited Accountability for Failures in Technology
The increased use of automated systems has resulted in an
accountability problem. The mistakes caused by portals,
software, automation, and third-party data integration from the
government are seen as errors in compliance with the taxpayer.
It means that the taxpayer is responsible for trying to get the
errors corrected, complying with the automated notices, and
experiencing delays, interest, and penalties even though the
taxpayer did not cause the error in the first place. The growing
distance between technological progress and the present law
shows the need for technology-aware legislation,
administration protocol, and accountability processes. With the
increase in the use of digital tax management according to the
ITA, 2025, there is a need for the legal framework to keep up
with the technology errors.

10. RECOMMENDATIONS

e Simple Rectification Process: The rectification
process needs to be streamlined for taxpayers through
simplifying of the online filing portal, minimizing
procedural complexity and giving clear guidelines on
filing the rectification request. Digital services that are
user-friendly could help simplify the issue.

e Timely Disposal of Rectification Requests: A
statutory time frame should be provided for dealing
with rectification applications. Timely disposal of
such requests will help in reducing financial
problems, avoid unnecessary accrual of interest and
penalties and quick release of tax refunds.

e Verify Information Before Sending Automated
Notifications: In order to minimize wrong assessment
of income tax due, the government tax agencies
should verify the information that is sent by the banks,
employers and other sources before sending out
automated notifications.

e Creation of Special Cyber Grievance Redressal
Mechanism: A special mechanism for redressing
grievances arising due to cyber-related errors in the
tax filing should be established. This would help the
taxpayers in handling the digital grievances.

e Evolution of Legal Framework: There must be
specific inclusion within the tax laws that recognize
cyber errors as an additional category of correctable
error. Specific legal provisions and administrative
guidelines must be enacted to deal with algorithmic
errors, system errors, and mismatch of data in digital
taxation.

e Better Data Coordination and Accountability:
Better coordination between Income Tax department,
banks, employers, financial institutions, and other
organizations providing information is vital to
improve data flow and correction of error. There must
be regular audit of systems and introduction of
accountability to minimize system errors.

e International Best Practices: India’s digital tax
administration must adopt international best practices
of transparency, accountability, explainable Al, and
data governance.

11. CONCLUSION

The digitalization of the Indian tax system has brought about a
lot of efficiency and transparency with regard to voluntary
compliance. The various measures put in place by the
government using technological means include the following:
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e-filing, automation, and faceless assessment. Nonetheless, the
increased dependence on the use of these systems has created
various cyber mistakes such as data mismatch, system issues,
and algorithm problems that could negatively affect the records
of taxpayers. Although the present law has provision of
rectification of mistakes, the judgments passed by the courts of
law have been in accordance with natural justice and due
process of law. Despite all these, there is an indication of
growing cyber mistakes that challenge the rectification process
within the existing law. The move from the Income Tax Act,
1961 to the Income Tax Act, 2025 offers a great chance for
modernizing the law and bringing it in line with the demands
of digital governance. Rectification provisions, better inter-
department data coordination, transparency of decisions made
via automation, and setting up specific cyber grievance
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redressal mechanisms are all necessary components in
providing adequate protection for taxpayers. A well-designed
digital tax administration will need to integrate technological
development with proper legal guarantees. With the help of
technology-friendly legislation, accountable administration,
and effective rectification processes, India can create a fair and
taxpayer-friendly taxation system.
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